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Introduction 

The purpose of this document is to ensure that all staff of The Nene Valley Partnership are aware of policies 

relating to their use of Information and Communication Technology (ICT) facilities. Effective and proper use of ICT 

is fundamental to the successful and efficient running of the Trust. However, misuse of ICT, in particular misuse of 

e-mail and access to the Internet, exposes the Trust to liability and is a drain on time and money. It is critical that 

all users read and understand this document and make themselves aware of the risks and exposure involved. 

It is the responsibility of all users of The Nene Valley Partnership ICT facilities to be aware of, to follow, and to 

actively enforce all policies and guidelines and to seek advice in case of doubt. 

This policy may be updated or supplemented by specific standards or procedures to reflect further developments 

in technology or legislation or other relevant changes. 

The Nene Valley Partnership encourages the use of corporate computing facilities for the mutual benefit of staff 

and students. 

Before being allowed access to ICT facilities, staff will be required to sign the “NVP - Staff ICT Acceptable Use 

Agreement” and the “NVP - Staff Equipment and Asset Documentation” (Appendix A and B), which will be 

authorised by each Head teacher or their nominee. Once authorised, access may be withdrawn at any time. 

ICT facilities 

Use of any of The Nene Valley Partnership’s ICT facilities is at the discretion of each of the Head teachers, of each 

school. 

Definition 

The phrase 'ICT facilities' as used in this policy shall be interpreted as including any computer hardware (desktops, 

laptops and tablet technology) or software owned or operated by the Trust and any allocation of time, memory, 

disk space or other measure of space on any of Trust hardware, software or networks. 

Ownership 

ICT facilities owned by The Nene Valley Partnership and software and/or data and documentation developed or 

created (for whatever reason) on that equipment remains in all respects the property of The Nene Valley 

Partnership. The Patents Act 1977 and the Copyright, Designs and Patents Act 1988 provide for the Intellectual 

Property Rights (IPR) in that work created by an employee in the course of his/her employment is vested 

automatically to the employer.  Equipment legally belongs to the Trust, but the assets are assigned to each school 

and are on the balance sheet of each school. 

Desktop Computers 

Desktop computers are issued to certain support staff and senior staff for whom a need has been identified in 

order for them to carry out their duties efficiently and effectively. 

Desktop computers are a critical asset to the Trust and must be managed carefully to maintain security, data 

integrity and efficiency. Users may not under any circumstances install any software on desktop computers. 

Requests for software installation should be directed to the Network Manager. 

All users have access to appropriate areas on the Trust's file servers for the secure storage of valuable files. 

Valued documents and files should not be stored on the desktop of computers. Files stored on Desktop 

computers are at risk of loss through hardware/software failure or automated administrative activity. 

Laptop Computers (generally known as 'laptops') 

Laptops are issued to all teaching staff and some support staff. 

Laptops are a critical asset to the Trust and must be managed carefully to maintain security, data integrity and 

efficiency. Users may not under any circumstances install any software on to laptops. Requests for software 

installation should be directed to the Network Manager.  



3 

NVP Staff ICT Acceptable Use Policy  – September 2020 

 

All users have access to appropriate areas on the Trust's file servers for the secure storage of valuable files. 

Valued documents and files should not be stored on laptops and on the desktop. Files stored on laptops are at 

risk of loss through hardware/software failure or automated administrative activity. 

Staff can access their files via the storage server at each school, however, when they work remotely, files can 

either be temporarily stored on their desktop (please note that the desktop is not backed up and therefore files 

saved on this area are open to corruption and loss of data).  Or staff can access the remote desktop feature to 

gain access to each school’s network and home area where files can be saved securely (this is the preferred 

option). 

Laptops, by their nature, have limited storage capacity. Teachers and staff should consider carefully what files are 

stored on the laptop. No personal files should be stored on the laptops provided. 

Laptop computers are at high risk from loss or theft and require additional security protection. All reasonable 

precautions must be taken to ensure that hardware is stored securely. Also, to protect the integrity of the Trust's 

systems and data procedures, passwords or authentication devices for gaining remote access to systems must not 

be stored with the laptop. This includes the saving of passwords into remote access software. 

All staff are required to take reasonable care of their laptop. This includes taking responsibility for its safe storage 

as well as in day-to-day use. It is expected that staff will take laptops home at the end of the school day.   

Laptops will be funded from each school’s budget and upgraded or replaced from time to time. Any repairs will be 

charged to the faculty of the staff member concerned.  Such damage includes, for example, missing or broken 

chargers, hard disks, keyboards. 

Tablet devices (i.e. iPads) will be under the same conditions and principles as a laptop or desktop computer that is 

allocated to a member of staff 

External Storage Devices 

All staff that are issued with a staff laptop will also be issued with a memory stick if applicable, which will be 

encrypted and can be used to transport and store Trust data.   

Staff issued laptops will only recognise encrypted external storage devices.  Therefore, any non-encrypted 

external storage devices will not work and should not be used. 

Return of Devices 

The staff laptops and any issued equipment remains the property of The Nene Valley Partnership and must be 

returned on request to the IT team, the IT team manages and maintains all IT equipment across the Trust or when 

the staff member’s employment finishes.   

Software 

Only software properly purchased and licensed by the Trust may be used on any Trust computers/laptops. It is 

the responsibility of the Network Manager to ensure that all licensing requirements are adhered to. 

Data Security 

Staff must only access information held on Trust ICT systems if they have been properly authorised to do so and 

need the information to carry out their Trust duties. Under no circumstances may staff disclose personal or other 

confidential information held on computer to unauthorised persons. The unauthorised access to and/or 

unauthorised modification of data is a criminal offence under the Computer Misuse Act 1990. 

It is Trust policy to store data on a network drive where it is regularly backed up. 
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Personal Data and the Data Protection Act 

The Trust’s DPO maintains a notification to the Data Protection Commission in compliance with the Data 

Protection Act 2018 This notification is held on a public register and contains details of the Trust’s holding and 

processing of personal data. 

The Data Protection Compliance officer must be informed of all collections of personal data through the annual 

audit. 

Personal data shall: 

 be obtained and processed fairly and lawfully; 

 be held for specified lawful purpose(s); 

 not be used or disclosed in a way incompatible with the purpose(s); 

 be adequate, relevant and not excessive for the purpose(s); 

 be accurate and up to date; 

 not be kept longer than necessary; 

 be available to the data subject; and 

 be kept securely. 

Staff should note that all data and correspondence, including e-mail messages, held by the Trust may be provided 

to a data subject, internal or external, in the event of a subject access request. 

Freedom of Information Act 

NVP is subject to the provisions of the Freedom of Information Act (2000) which provides for the general right of 

access to information held by public authorities. Staff should be aware that the Act effectively extends rights 

available under the Data Protection Act to include all types of information held, whether personal or non-

personal. Therefore, such data or correspondence may be provided to an applicant in the event of an access 

request once the Act has come into force. 

Sensitive Information 

Staff are reminded that much of the information that they deal with is personal or sensitive. Staff should consider 

carefully how, where, and whether, such information is recorded. Sensitive information saved on laptops is 

particularly at risk. Staff transporting laptops home or to external meetings should lock it in the boot of their car. 

Sensitive information should not be accessed in public areas, such as on trains or cafes. 

Virus Protection 

Anti-virus software is loaded on all computers and laptops as standard and is updated regularly. Anti-virus 

software must not be de-installed or deactivated. Files received by or sent by e-mail are checked for viruses 

automatically. 

Users must not intentionally access or transmit computer viruses or similar software. 

Network Access 

Passwords protect the Trust’s systems from access by unauthorised people: they protect your work and the 

Trust’s information. Users must never give any of their network passwords to anyone else, or allow anyone else to 

use a computer/laptop to which they are logged in. Passwords are of a minimum length and old passwords 

cannot be re-used immediately. 

Passwords must be eight or more characters long and include at least one numeric or non-alphabetic special 

character. 

Electronic mail ('e-mail') - Use and Responsibility 

The Nene Valley Partnership provides an electronic mail (e-mail) system to facilitate communication both within 

the Trust and with external agencies. E-mail is now a critical communication tool but inappropriate use can 
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expose the Trust and the user to significant liability. Liability can arise in a number of ways including, among 

others, copyright or trademark infringement, misuse of confidential information, defamation and liability for 

inaccurate statements. 

The e-mail system costs the organisation time and money and it must be used judiciously in the same manner as 

other organisational resources such as telephones and photocopying. 

School and Trust-wide e-mail messages must be business related and of significant importance to all recipients. It 

is not acceptable for staff to circulate frivolous messages to individuals or groups. 

All electronic mail will use a standardised signature and disclaimer. 

If an email is sent in an encrypted format, reply/forward to the sender using the same encryption method. 

Emails/Mobile Phone Access 

If you would like to add your emails onto your personal mobile and you attempt to do this, it will quarantine your 

actions in our system and you will require authorisation from the IT team to enable O365 on your mobile phone.  

Please email/contact the IT support team and arrange a convenient time where we can support you with the 

setup of your work emails on your mobile phone and enable two factor authentication. 

Please download and use the Outlook app from the android or iOS store to add your emails to your personal 

mobile phone.  Please do not attempt to add your emails via the in the in-built mail applications on your android 

or iOS device as the mobile device management system behaves differently on these in built applications.  For 

example; if changes are made to the O365 platform and policies need pushing out or changes need to be 

completed on the mailbox, this could ultimately wipe your mobile phone if you are not using the Outlook app, 

(example on the iOS store - https://apps.apple.com/us/app/microsoft-outlook/id951937596).  

Whilst every effort is made to ensure your data is safe, we cannot account for everything, please ensure you 

complete regular backups of your personal devices.  If you leave the Trust and you have not contacted the IT 

support office to disconnect your mailbox, then this will be done remotely, but we cannot be held responsible for 

the behaviour on each device or any data that is lost during this process. 

To securely and safely store data in the cloud (i.e. One Drive, emails and Teams), your O365 accounts need to be 

protected with an additional security measure.  Thus minimising breaches and malicious attack.  When two factor 

authentication is enabled you will be asked to choose between an authentication phone number or an 

authenticator app.  Both options are available to staff and will be required to protect your O365 accounts. 

Content 

E-mail messages must be treated like any other formal written communication. E-mail messages cannot be 

considered to be private, secure or temporary. 

E-mail can be copied and forwarded to numerous recipients quickly and easily and senders should assume that 

they could be read by anyone. 

Improper statements in e-mail can give rise to personal liability and liability for the Trust and can constitute a 

serious disciplinary matter. E-mails that embarrass, misrepresent or convey an unjust or unfavourable impression 

of the Trust or its business affairs, employees, students, suppliers, customers or competitors are not permitted. 

Staff must not create or send e-mail messages that are defamatory. Defamatory e-mails, whether internal or 

external, can constitute a published libel and are actionable. Staff must never send confidential or sensitive 

information via e-mail. E-mail messages, however confidential or damaging, may have to be disclosed in court 

proceedings. 

Staff must not create or send e-mail messages that may be intimidating, hostile or offensive on the basis of age, 

sex, race, religion or belief, marriage and civil partnership, pregnancy and maternity,  sexual orientation, gender 

reassignment or disability. 

It is never permissible to subject another employee to public humiliation or ridicule; this is equally true via e-mail. 

https://apps.apple.com/us/app/microsoft-outlook/id951937596
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Copyright law applies to e-mail. Staff must not use e-mail to transmit or circulate copyrighted materials. 

Privacy 

E-mail messages cannot be considered to be private or confidential. Although it is not the Trust’s policy to 

routinely examine the content of individuals e-mail, each Head teacher reserves the right to authorise the 

monitoring of messages at any time, for specific instances in which there is good cause for such monitoring or 

some legal obligation to do so. Good cause shall include the need to fulfil legislative obligations, detect employee 

wrongdoing, protect the rights or property of the Trust, protect ICT system security or to comply with legal 

process. 

Messages sent or received may be copied and disclosed by The Nene Valley Partnership for lawful purposes 

without prior notice. 

It is not permissible for staff to access or to send e-mail from another employee's personal account either directly 

or indirectly, unless that person's prior written approval has been obtained in writing. 

Internet usage 

The laws of all nation states regulating such diverse subjects as intellectual property, fraud, defamation, 

pornography, insurance, banking, financial services and tax apply equally to on-line activities. However, the 

practical legal position regarding Internet usage is often uncertain. 

Strictly, documents must not be published on the web which are defamatory or which may constitute 

intimidating, hostile or offensive material on the basis of: age, sex, race,  religion or belief, marriage and civil 

partnership, pregnancy and maternity,  sexual orientation, gender reassignment or disability under the sovereign 

law of the country in which the web server hosting the published material is sited. 

Strictly, material must not be accessed from the web which would be objectionable on the above grounds under 

the sovereign law of the countries in which the networks transporting the material are sited or which would 

violate the Acceptable Use Policies of those networks. 

Staff must not access any sites which are objectionable or illegal due to their content, for example pornography, 

racism, gaming/gambling, defamatory, chat, web cam or which are unacceptable in any other way. The use of 

'proxy blocking' software to bypass the Trust filtering system is strictly forbidden and will be treated as gross 

misconduct. 

Once information is published on the worldwide web anyone from anywhere in the world can access it. It is 

therefore critical that material of a proprietary or sensitive nature should not be published on unsecured public 

web sites. 

All Internet usage from the Trust network is monitored and logged. Reporting on aggregate usage is performed on 

a regular basis. When specific circumstances of abuse warrant it, individual web sessions will be investigated and 

linked to the relevant employee's user account. Such an investigation may result in action via the Trust's 

Disciplinary Policy and possibly criminal investigation. 

Copyrights and licensing conditions must be observed when downloading software and fixes from the web sites of 

authorised software suppliers. Files so protected must never be transmitted or redistributed to third parties 

without the express permission of the copyright owner. 

Social Networking 

Staff should be aware that, by their very nature, social networking sites and as well as online chat sites and web 

cam sites are in the public domain and therefore accessible by all staff and students. 

Such sites are not accessible in each school, as they are filtered. However, students particularly are likely to access 

these sites from home.  Each school may have an individual approach to filtering, which is decided by the head 

teacher.  
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Staff should consider very carefully what personal information they put on such sites, and how accessible they 

make their areas. No reference may be made to The Nene Valley Partnership or its staff or students under any 

circumstances. Similarly, no photographs relating to the Trust’s schools may be uploaded to such sites. 

Staff are very strongly recommended, for their own protection, not to take part in any social networking, chat or 

web cam sites. 

Updates to this Policy 

In the light of changes in the business, technology, legislation or relevant standards it may be necessary to update 

this policy from time to time. Notification to all staff will be made when updates are available. 

Relevant Legislation 

The following are a list of Acts that apply to the use of The Nene Valley Partnership ICT facilities: 

• Regulation of Investigatory Powers Act 2016 

• Computers' Misuse Act 1990 

• Protection from Harassment Act 1997 

• Sex Discrimination Act 1975 

• Race Relations Act 1976 

• Disability Discrimination Act 1995 

• Obscene Publications Act 1959 

• Telecommunications Act 1984 

• Protection of Children Act 1978/1999 

• Criminal Justice Act 2003 

• Data Protection Act 2018 

• The Patents Act 1977 

• Copyright, Designs and Patents Act 1988 

• Defamation Act 2013 

• Freedom of Information Act 2000 

• Human Rights Act 1998 

This list is neither exclusive nor exhaustive, but sets the framework of The Nene Valley Partnership’s approach to 

the use of ICT systems. 

Disciplinary and Related Action 

The Nene Valley Partnership promotes the highest standards in relation to good practice and security in the use 

of ICT. Consequently, it expects and supports the integrity of all staff. 

In exceptional circumstances, where there are reasonable grounds to suspect that a member of staff has 

committed a serious criminal offence, the police will be informed and a criminal prosecution may follow. 

The following is a list of examples of behaviour, which would require the use of The Nene Valley Partnership’s 
Disciplinary policy: 
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Gross Misconduct Examples 

 Criminal Acts - for example in relation to child pornography 

 Visiting pornographic sites, except where this forms an authorised part of the employee's job (for 

example 'Testing'). 

 Harassment - inappropriate e-mails or printed e-mails sent to a colleague, even if sent as a joke. 

Harassment can take a number of forms and is defined as unwanted conduct that affects the dignity of 

people within the workplace. 

 Obscene racist jokes or remarks which have been shared internally and externally reflects on the image of 

employer and brings the organisation into disrepute. 

 Viewing sexually explicit materials, except where this forms an authorised part of the employee's job (for 

example 'Gridwatch'). 

 Chat rooms - sexual discourse, arrangements for sexual activity. 

 Use of 'proxy blocking' software or web sites or otherwise to bypass, or attempt to bypass, the Trust's 

Internet filtering system. 

 Downloading and installation of unlicensed products. 

 Involvement in software theft such as software media counterfeiting or illegitimate use or distribution of 

copied software. 

Misconduct Examples 

 Frivolous use of the Trust's ICT facilities that risk bringing the Trust or its staff or students into disrepute. 

The distribution of, for example, animated Christmas card programs or 'chain e-mails' through the 

internal e-mail system would represent examples of such misconduct. 

 Entering into contracts via the Internet that misrepresents The Nene Valley Partnership. Contracts are 

legally binding agreements and an employee must not enter into any agreements via the Internet to 

procure goods or services where the Trust is liable for this contract, without first consulting the Trust's 

Financial Regulations. 

 Deliberate introduction of viruses to systems 

This list is not exhaustive, but sets the framework of The Nene Valley Partnership’s approach to misuse of ICT 

systems. 

The Nene Valley Partnership has the right to monitor employee's use of computer equipment where there is 

evidence to suggest misuse. (Regulation of Investigatory Powers Act 2000). 

Review of Policy 

This policy will be reviewed annually. 

Staff who have signed the “NVP - Staff ICT Acceptable Use Agreement” and “NVP - Staff Acceptable Use of 

Technologies Agreement” will be bound by all future versions of the Policy. 
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            APPENDIX A 

NVP - Staff ICT Acceptable Use Agreement: 

 Do not install, attempt to install, or store programs of any type on the computers, laptops or network area without 

permission. 

 Staff supplied with school laptops must keep anti-virus software and Windows software up to date, by regularly 

logging into the school network, restarting staff owned laptops when prompted to do so.  Staff laptops must not be 

connected to the network unless this has been set up by the IT team. 

 The terms of this policy apply equally to staff laptops used at home. 

 Do not damage, disable, or otherwise harm the operation of computers, or intentionally waste resources. 

 Do not use the computers for the purpose of running a business or for other financial gain, gambling, advertising or 

political purposes. 

 Do not open files brought in on external media (such as CDs/DVDs, flash drives etc.) until they have been checked 

with antivirus software and been found to be clean of viruses.   

 Do not connect mobile equipment to the network (e.g. laptops, tablets) until they have been checked with antivirus 

software and been found to be clean of viruses. Visitors, guests and governors can only be allowed access to the 

guest areas of the school network using their own devices. 

 Do not eat or drink near computer equipment. 

 Do not disclose your password to others, do not use passwords intended for the use by others or allow your 

network account to be used by others. Change your password the moment you fear it has been compromised and 

then report it to relevant staff. 

 Do not use the computers in a way that harasses, harms, offends or insults others. 

 Respect, and do not attempt to bypass, security in place on the computers, or attempt to alter the settings.  

 Network storage areas may be reviewed by the IT team, to ensure that files and communications are used 

responsibly.  Network use may be monitored.  

 Staff should not leave confidential data on a screen unattended or project data on screens. 

 Access to the school’s email systems, MIS systems, remote access systems, computers and staff laptops should not 

be accessed by 3rd parties. 

 Unencrypted confidential data should not be transported via memory sticks/external devices or stored on laptops or 

home computers.  Encrypted devices should be used at all times. 

 We strongly advise that staff do not accept “friend requests” from pupils, parents of pupils or ex-pupils on 

messenger software or social networking sites such as Facebook. 

 Staff should not routinely use the school internet or school provided device/s for personal use and should never 

interfere with professional duties or when students are present. 

 Do not use the internet to obtain, download, send, print, display or otherwise transmit or gain access to materials 

which are unlawful, obscene or abusive. 

 Respect the work and ownership rights of people outside the school, as well as other students or staff.  This includes 

abiding by copyright laws and the data protection act. 

 Do not engage in social media/chat activities over the school internet or school provided device/s. 

 Be polite and professional in all electronic communication. The use of strong language, swearing, intimidating or 

aggressive behaviour is not allowed. 

 Be careful when opening attachments to emails even if they come from someone you know and trust.  Be cautious 

when opening attachments and be mindful of the risk of fraudulent and malicious content from unknown and 

known recipients within electronic communication.  If you are unsure, delete the content, and alert the IT team.  

Attached files can contain viruses or other programs which could destroy all the information and software on your 

computer and others, which may have been sent without the person’s knowledge. 
 Be aware of hyperlinks and confirm the destination prior to clicking on link/s. 

 The sending or receiving of emails containing material likely to be unsuitable for children or schools is strictly 

forbidden. This applies to any material of a violent, dangerous, racist, or inappropriate content. Always report such 

messages to a member of IT team. 

 Staff must use the provided school email account for professional use and must not release personal email 

addresses to pupils. 

 Be mindful of GDPR regulations when sharing personal data. 

 If you are concerned about a possible breach of GDPR, whether sent or received, inform the Trust DPO immediately. 

 

I have read and understand the above and agree to use the school computer facilities within these guidelines. I will also 

immediately report any contravention to these guidelines to the relevant key personnel.  This agreement is accompanied 

with the “NVP - Staff ICT Acceptable Use Policy”. 

Signed: _______________________    Print name: _______________________   Date: _______________________ 
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APPENDIX B 

NVP - Staff Acceptable Use of Technologies Agreement:  

Dependent on your role, you will be supplied a school laptop (and an iPad if applicable) and it will be your responsibility; you 

are expected to look after the equipment provided.  Upon issuing a laptop/iPad, the IT department will make note of any 

defects before the delivery of the laptop/iPad. 

 

The laptop/iPad is for work use only and is not for storing personal files e.g. photos, music and videos.  The school will not be 

held responsible for any personal data loss on the laptop/iPad, which could occur from regular school system updates. 

You agree not to give out any of your passwords or usernames to anyone.  Any additional damage (other than fair/acceptable 

wear and tear) upon return of the laptop/iPad may be chargeable. 

If you would like your organisational emails attached to your mobile device, please complete the “mobile access” section 
below so we can register your device.  Please be aware, using the management within O365, we are able to perform a “data 
wipe”, which removes any organisational linked emails from the device.  Please ensure you make regular backups of your 

personal device. 

Please refer to the document “NVP - Staff ICT Acceptable Use Policy.docx” which will be sent to you electronically for further 

information and reference to mobile device access and other conditions. 

 

 

 

 

 

 

 

 

 

Signature of agreement:  

 

Full Name:    _____ 

 

Staff Signature:       Date:                              

      

 

 

 

 

 

Signature for return of all equipment:    Cables ☐    Laptop ☐     iPad ☐       USB ☐ 

 

Staff Signature:        Date:               

Laptop Current Defects: ______________________  Mobile Access:             2FA enabled ☐ 

iPad Current Defects: ______________________  Device/s: ___________________ 

Laptop Bag Issued: _____________   USB No. ___________________ 

Projector Remote and Cables Issued: _____________ 

Laptop Serial No. / Asset No.  ____________________ Model: ____________________ 

Laptop Name: ____________________ 

iPad Serial No. / Asset No.  ____________________ Model: ____________________ 

Additional Defects: 

 


